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com/research/threat-profiles/gold-blazer

Secureworks threat profiles, https://www.secureworks

com/research/threat-profiles/gold-mystic
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FBI disrupts the Dispossessor ransomware operation,
seizes servers, 8/12/24, hitps://www.bleepingcomputer.
com/news/security/fbi-disrupts-the-disposse: r-
ransomware-operation-seizes-servers,

Secureworks threat profiles, https://www.secureworks.
com/research/threat-profiles/gold-feather

SYNNOVIS’ STATEMENT ON THIS WEEK'S
CYBERATTACK, 6/4/24, htips://www.synnovis.co.uk/

news-and-press/synnovis-cyberattack

O positive and O negative donors asked to urgently
book appointments to give blood following London
hospitals IT incident, 6/10/24, https://www.nhsbt
nhs.uk/news/o-positive-and-o-negative-donors-asked-
to-urgently-book-appointments-to-give-blood-following-
london-hospitals-it-incident,

Secureworks threat profiles, htips://www.secureworks

com/research/threat-profiles/gold-waterfall

Hitting the BlackMatter gang where it hurts: In
the wallet, 10/24/21, https://www.emsisoft.com/en
bloa/39181/on-the-matter-of-blackmatter

BlackCat ransomware shuts down in exit scam, blames
the "feds", 8/23/24, https://www.bleepingcomputer.com
news/security/blackcat-ransomware-shuts-down-in-exit-

scam-blames-the-feds/

BlackCat Ransomware Group Implodes After
Apparent $22M Payment by Change Healthcare,
3/5/24, https://krebsonsecurity.com/2024/03/blackcat-
ransomware-group-implodes-after-apparent-22m-ransom
payment-by-change-healthcare

Secureworks threat profiles, htips://www.secureworks.
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Secureworks threat profiles, https://www.secureworks
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Secureworks threat profiles, htips://www.secureworks
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Cyber-related Designation, 5/7/24, htips://ofac
treasury.gov/recent-actions/20240507

Secureworks threat profiles, https://www.secureworks.
com/research/threat-profiles/gold-harvest

Qakbot Malware Disrupted in International Cyber
Takedown, 8/29/23, hitps://www.justice.gov/opa/pr,
gakbot-malware-disrupted-international-cyber-takedown
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Law Enforcement Takes Down Qakbot, 8/29/23,
https://www.secureworks.com/blog/law-enforcement:
takes-down-gakbot
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com/research/threat-profiles/gold-lagoon

Microsoft Threat Intelligence, 12/16/23, hitps://twitter.
com/MsftSecintel/status/1735856754427047985

Justice Department Disrupts Prolific ALPHV/
Blackcat Ransomware Variant, 12/19/23, https://www.
justice.gov/opa/pr/justice-department-disrupts-prolific-
alphvblackcat-ransomware-variant

International investigation disrupts the world’s most

harmful cyber crime group, 2/20/24, https://www.

nationalcrimeagency.gov.uk/news/nca-leads-international-

investigation-targeting-worlds-most-harmful-ransomware-
rou

LockBit leader unmasked and sanctioned, 5/7/24,
https://www.nationalcrimeagency.gov.uk/news/lockbit-
leader-unmasked-and-sanctioned

U.S. Charges Russian National with Developing and
Operating LockBit Ransomware, 5/7/24, https://www.
justice.gov/opa/pr/us-charges-russian-national-developing-

and-operating-lockbit-ransomware

INTERPOL-led operation targets growing cyber
threats, 2/1/24, hitps://www.interpolint/en/News-and-
Events/News/2024/INTERPOL-led-operation-targets-

Dozens arrested and thousands contacted after
scammer site taken offline, 4/18/24, https://news.sky
com/story/dozens-arrested-and-thousands-contacted-
after-scammer-site-taken-offline-13117618

The Fall of LabHost: Law Enforcement Shuts Down
Phishing Service Provider, 4/18/24, https://www.
trendmicro.com/en_gb/research/24/d/labhost-takedown.
html

Largest ever operation against botnets hits dropper
malware ecosystem, 5/30/24, https://www.europol.
europa.eu/media-press/newsroom/news/largest-ever-
operation-against-botnets-hits-dropper-malware-ecosystem

Europol identifies 8 cybercriminals tied to malware
loader botnets, 5/31/24, https://www.bleepingcomputer.
com/news/legal/europol-identifies-8-cybercriminals-tied-

to-malware-loader-botnets/
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com/research/threat-profiles/gold-blackburn

Secureworks threat profiles, https://www.secureworks.
com/research/threat-profiles/gold-ulrick

Secureworks threat profiles, https://www.secureworks
com/research/threat-profiles/gold-swathmore

Secureworks threat profiles, htips://www.secureworks

com/research/threat-profiles/gold-victor

Are DarkGate and PikaBot the new QakBot?
11/20/23, https://cofense.com/blog/are-darkgate-and-
pikabot-the-new-gakbot/
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https://www.trendmicro.com/en _gb/research/24/a/a-look-
into-pikabot-spam-wave-campaign.html

Secureworks threat profiles, https://www.secureworks
com/research/threat-profiles/gold-andrew

Operation Endgame, accessed 8/23/24, https://www.
operation-endgame com[

Secureworks threat profiles, https://www.secureworks.

com/research/threat-profiles/gold-crestwood

QakBot Malware Resurfaces with New Tactics,
Targeting the Hospitality Industry, 12/18/23, htips://
thehackernews.com/2023/12/gakbot-malware-resurfaces-
with-new.html

Vidar Infostealer Steals Booking.com Credentials in
Fraud Scam, 11/30/24, https://www.secureworks.com
blog/vidar-infostealer-steals-booking-com-credentials-in-
fraud-scam

Cyber security breaches survey 2024, 4/9/24,
https://www.gov.uk/government/statistics/cyber-
security-breaches-survey-2024/cyber-security-breaches-

survey-2024

Internet Crime Report 2023, accessed 8/3/24, hitps://
www.ic3.gov/Media/PDF/AnnualReport/2023 IC3Report.
pdf

EWS applications and the Exchange architecture,
1/18/19, https://learn.microsoft.com/en-us/exchange,
client-developer/exchange-web-services/ews-applications-
and-the-exchange-architecture

App consent grant investigation, 3/7/24, hitps://
learn.microsoft.com/en-us/security/operations/incident-
response-playbook-app-consent

Webinar Inside the Threat: Secureworks CTU Analysis
| Episode 2, 5/15/24, hitps://www.secureworks.com
resources/wc-inside-the-threat-secureworks-ctu-analysis-
episode-2

CEO of world’s biggest ad firm targeted by deepfake
scam, 5/10/24, https://www.theguardian.com
technology/article/2024/may/10/ceo-wpp-deepfake-scam

Finance worker pays out $25 million after video call
with deepfake ‘chief financial officer’, 2/4/24, hitps://
edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-
hong-kong-intl-hnk/index.html

Products on your perimeter considered harmful (until
proven otherwise), 2/29/24, https://www.ncsc.gov.uk/

blog-post/products-on-your-perimeter

Chinese government hacker exploiting
ScreenConnect, F5 bugs to attack defense and
government entities, 3/21/24, htips://therecord.media/
chinese-government-hacker-exploiting-bugs-to-target-
defense-government-sectors

Palo Alto - Putting The Protecc In GlobalProtect (CVE-
2024-3400), 4/16/24, hitps://labs.watchtowr.com/palo-
alto-putting-the-protecc-in-globalprotect-cve-2024-3400,

KB CVE-2023-46805 (Authentication Bypass) & CVE-
2024-21887 (Command Injection) for Ivanti Connect
Secure and lvanti Policy Secure Gateways, 1/10/24,

https://forums.ivanti.com/s/article/KB-CVE-2023-46805-
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Active Exploitation of Two Zero-Day Vulnerabilities
in lvanti Connect Secure VPN, 1/10/24, htt
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zero-day-vulnerabilities-in-ivanti-connect-secure-vpn
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